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{FACILITY NAME} has purchased a new central control computer equipped with CirrusPRO™ software that will revolutionize the way they manage their irrigation system.  We need your help to ensure that users can enjoy the full functionality of CirrusPRO by enabling remote access to this machine within your network.  The only thing that will be on your network is the CirrusPRO PC.

NETWORK REQUIREMENTS FOR CIRRUSPRO REMOTE ACCESS

CirrusPRO is made up of an IIS front end and a SQL backend, hosted on the Central Control computer that Rain Bird sends.  CirrusPRO requires the use of Windows Server Essentials 2019 or 2022, running as a stand-alone system (not part of a domain).  We do not support virtualization of the system, or the attempt to host it on your own hardware.  The IIS site runs with SSL enabled, and it is fully managed with our Config-Aid software.  When Config-Aid is run when a Global Service Plan (GSP) engineer installs the machine.  We register a DNS entry via DDNS (*.rainbird.mobi), and it keeps the entry up to date if your external IP address changes.  It is important to understand that we are registering what is detected as your outbound address.  If you want to use a different IP address than what is being detected, you will need to write a corresponding outbound rule to send all traffic from the CirrusPRO computer out the address you want to use.  GSP cannot update the DNS registration manually.  In the process, it pulls down a certificate for the site, and starts listening on Port 443.  The IIS site is user/password protected.  

What we need:
The things we need from I.T. to support remote access (with the understanding the MAC address will be needed to accomplish this):

· Either a DHCP reservation for the Central Control Computer OR a static IP on the Central Control Computer.

· A NAT rule and potentially a corresponding Access rule created in the router that will send any traffic coming in from the internet on TCP port 50081 (our standard but can be different if I.T. needs it to be) to TCP port 443 on the Central Control computer.  This may be referred to as port forwarding in some routers.

If there is a security concern about the NAT, the machine can be in a DMZ, as it does not need any access to the network.  If access in the DMZ is a concern, a course/municipality/company can opt for their own cable/DSL connection, which only has this machine on it, so long as it meets our 10Mbps Upload/Download minimum speed requirement.  If these access options are deemed insecure, and the site will require VPN access, the easiest solution is:

· Create an internal DNS entry for the external entry, but that points to the local IP of CirrusPRO system.  For example:  course.rainbird.mobi should resolve to whatever address the CirrusPRO system is.

· Add an incoming origin in Config-Aid Remote Access for: https://course.rainbird.mobi
If that is not acceptable, the site can register their own DNS entry, supply a certificate that matches that DNS entry, and update Config-Aid to include that address (https://yourcourse.yourdomain.com).

End-user side:

The purpose of the NAT is to be able to remotely log into the irrigation system from any browser, so that the Golf Course Superintendent or Irrigation Professional and his/her staff can manage and maintain the irrigation without having to be in front of the machine.  
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